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Software Quality Problem 
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 Specific features of 

software 

- immaterial, digital product 

- faulty 

- distributed 

- fast moving 

- easily changeable 

- quickly transferable 

- minimal changes cause 

large-scale consequences  

(side effects) 

- missing transparency 

 

Consequences of 

incorrect software 

 

 

Declining user 

confidence 

 

(incorrect) 

Software 

Butler Group (2007): In 

German industry, incorrect 

software applications cause a 

damage of €4.7 billion p.a. 
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Severe software bugs related to measurements 

•  Complete loss of Mars Climate Orbiter at NASA Mission 2000 

•  Damage: 125 Million US Dollar for Orbiter, … 

•  Reason: Mix-up between metric und English measures 

• Thunderstorm „Lothar“: More than 60 dead person 

• 25.12.99: Forecasting predicted a thunderstorm, error in 

interpretation: measurement error 

• 26.12.99: Weather prediction failed because of ignored 

  outlier data, wind speed 90 km/h instead of 215 km/h 



Reasons for Insufficient Software Quality 
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•  Organisation and management: 

 Insufficient sensitivity to software problems on behalf of the  

 management,  

 no support for the software development departments in companies,  

 no strategic plans 

 Process models are not used for the development of a software  
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Complexity of Embedded Software 

Software Complexity 

Code/Data 

Structure 

Communication, 

Distribution 

Number of 

Versions, 

Configurations, 

Modifications 

Topology of Hardware, 

Basic Software Items, 

mutual dependencies 
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Current situation: Embedded software 

 Increasing complexity of software in embedded systems 

 

BUT 

 

 There is no standardised software architecture 

 

 There are no standardised software development methods 

 

 There are no standardised software assessment methods 

 

Complex Software Complex Evaluation 
requires 
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Software in Automotive Industry 

 85% of functionality of automobiles is implemented 

and controlled by software. 

 

 

 70 - 90 µ-controller with mutual dependencies are 

integrated in one car. 

 

 Approximately 1 Gigabyte Onboard Software is 

implemented in one car. 
 



 Constructive (preventive) Measures: 

 Specification of technical (and organizational) rules for 

software development 

 

 Analytic Measures: 

 Audits, reviews, evidence of a low-error implementation, 

control of constructive measures 

 

 Organizational Measures:  

 Creation of good surrounding conditions by the 

management 
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Quality Assurance Measures 
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Quality Assurance Measures 

Levels of Quality 

Characteristics 
analytical constructive organizational 

physical-

metrological 

data analysis, physical 

interpretation 

physical modelling, 

standards, guidelines 

quality manuals, audits, 

reviews 

mathematical-

algorithmic 

reference algorithms, 

functional tests, 

statistical data analysis 

mathematical modelling, 

numerical algorithms 

algorithm libraries, 

experimental design 

software-

oriented 

dynamic tests, static 

analysis, code 

inspections, data flow 

analysis 

life-cycle models, design 

methods, programming 

guidelines, documentation 

rules 

quality systems, 

configuration and change 

management, program 

libraries 
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Software Quality Assurance 

 

Analytical Measures 
 

Testing methods, techniques and tools  
to detect failures/defects, to evaluate 

software products and processes 
 
 

• Establishing compliance with  
  standards and guidelines  
  (evidence of conformity) 
• Systematic application of software  
  life-cycle models/best practices 
• Testing/documenting at an early 
  stage 
• Elaboration of harmonised  
  documents  

 
• Dynamic testing 
• Static analysis 
• Inspections 
• Reviews 
• Usability testing 
• Performance testing 
• Auditing of processes 

 

Preventive Measures 
 

Constructive methods, techniques and  
tools to avoid failures/defects in  
software development processes 
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Software Development and Assessment Model 

Application Accepted system 
Requirements 

definition 

- User - 

High-level       

design 

 

Requirements 

definition 

- Software - 

 

Detailed        

design 

 

Coding 

 

Software 

integration 

Integration test 

Software, system 

integration 

Integration test 

 

Module test 

 

 

Acceptance test 

 Test plan (TP) 

(TP) 

(TP) 

(TP) 

USPEC 

SSPEC 

HDSPEC 

DDSPEC 

Tested system 

Tested subsystems 

Tested modules 

Compiled 

modules 
Legend 

 Development activity 

 Product flow 

 (Specifications, 

 documents, programs) 

 Verification/Validation 
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Definitions: Validation 

 ISO/IEC 17025, 5.4.5.1 

 „Validation is the confirmation by examination and the 

provision of objective evidence that the particular 

requirements for a specific intended use are fulfilled.“ 

 

 

 ISO 9000:2000, 3.8.5 

 Validation: Confirmation, through the provision of 

objective evidence, that the requirements for a 

specific intended use or application have been 

fulfilled. 
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Advanced Methods of Software Validation 

Software Testing Methods 

Human Testing 

Analysis 

Dynamic Testing 

static dynamic 

• inspection 

• walkthrough 

• review 

• audit 

• peer rating 

• syntax analysis 

• code inspection 

• data flow analysis 

• control flow analysis 

• metrics 

• traces 

• timing profiles 

• test coverage analysis 

control flow  

coverage 

data flow  

coverage 

• black-box 

• white-box 

• random 

• mutation 

• regression 
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Simple Methods of Software Validation 

 

 Simple (informal) reviews of documents 

 Manual conformity tests regarding guidelines, 
definitions, naming conventions, style guides, etc. 

 Meetings/discussions with the software developer 

 Systematic assessments of factors influencing the 
software results 

 Comparison of software results with results achieved 
with other (software) methods 

 Attestation of long-term correct operation 

 Acceptance of certificates, test reports, process audit 
reports, self-declarations, etc.  
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Software Validation Process 

System 

Soft- 
ware 

Risk 
Analysis 

Evaluation 
of 

 Software 
Integrity 

Integrity 
Level 

Selection 
of 

Validation 
Methods 

Selection  
of 

Requirements 

Validation 
Methods 

Requirements V 
A 
L 
I 
D 
A 
T 
I 
O 
N 

Report 
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Software-oriented Validation 

Dynamische Prüfungen
(des ausführbaren Programms)

Dynamische Prüfungen
(des ausführbaren Programms)

Statische Prüfungen
(der nicht ausführbaren Softwarebestandteile)

Statische Prüfungen
(der nicht ausführbaren Softwarebestandteile)

Funktionstest
(Black-Box-Test) 

Funktionstest
(Black-Box-Test) 

Strukturtest
(White-Box-Test) 

Strukturtest
(White-Box-Test) 

TestabdeckungsanalyseTestabdeckungsanalyse

Analyse/Inspektion

des Quellcodes

Analyse/Inspektion

des Quellcodes

Inspektion der

Softwaredokumentation 

Inspektion der

Softwaredokumentation 

Inspektion/Review von

speziellen Dokumenten
(Anforderungs, Entwurfs-, Testdokumentation)

Inspektion/Review von

speziellen Dokumenten
(Anforderungs, Entwurfs-, Testdokumentation)

Methoden der Softwareprüfung

Produktprüfungen
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Software Quality Characteristics, ISO/IEC 25010:2011 

software product 

quality 

reliability usability 
performance 

efficiency 

maintain-

ability 
portability 

resource 

utilisation 

understand-

ability 

learnability 

maturity 

recoverability 

fault tolerance 

operability 

accessibility 

time       

behavior 

analysability 

changeability 

modularity 

testability 

adaptability 

installability 

co-existence 

replaceability 

Functional 

suitability 

security 

interoper-

ability 

completeness 

correctness 

compatibility 
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Quality Characteristic: Security 

 Subcharacteristics: 

Availability 
Data and programs must at any time be available to authorised 

users. 

Confidentiality 
Information shall be available to authorised users only (access 

protection). 

Integrity 
Data and programs must be protected from unintended or 

unauthorised modifications (including protection from complete 

loss). 

Authenticity 
Programs must clearly identify the communication partner 

(user, process) of protected transaction. 
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Normative References 

Railway Systems 
 
EN 50128/129 

Automotive Industry 
 
AUTOSAR 
 
Automotive SPICE, 
ISO/IEC 15504 

Examples for Domain-Specific Standards 

 Functional Safety 
 
IEC 61508 

Avionics 
 
DO-178B 

Automotive Industry 
 
ISO DIS 26262 Nuclear Power Plant 

IEC 60880-2 

Medical Devices 
 
IEC 62304, FDA-21 CFR 

Medical Devices 
 
IEC 60601-1 
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The ongoing standardisation process 

Railway Systems 

 

EN 58128 

        . 

          . 

            . 

              . 

                . 

Avionics 

 

DO – 178B 

       . 

         . 

           . 

             . 

               . 

                 . 

                   . 

Nuclear Power 

Stations 

 

IEC 60880-2 

   . 

     . 

       . 

         . 

           . 

             . 

               . 

                 . 

                   . 

                     .  

Medical Devices 

 

IEC 60601 

IEC 62304 

FDA-21CFR 

. 

  . 

    . 

      . 

        . 

          . 

            . 

              . 

                 . 

                   . 

 

 

Automotive 

Industry 

 

 

ISO DIS 26262 

 

Automotive SPICE 

 

 

AUTOSAR 

 

 

TEMEA 

     . 

       . 

         . 

           . 

             . 

               . 

                  

                
Progress of the standardisation process 

 
for software architecture, development and assessment methods 
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